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Walford Nursery & Primary School e-Safety Policy

Background and Rationale

The potential that technology has to impact on the lives of all citizens increases year on
year. Children are generally much more open to developing technologies than many
adults. Technology is transforming the way that schools teach and that children learn. At
home, technology is changing the way children live and the activities in which they choose
to partake; these trends are set to continue. While developing technology brings many
opportunities, it also brings risks and potential dangers of which these are just a few:

e access to illegal, harmful or inappropriate images or other content;

e unauthorised access to / loss of / sharing of personal information;

e the risk of being subject to grooming by those with whom they make contact on the
internet;

e the sharing / distribution of personal images without an individual’s consent or
knowledge;

e inappropriate communication / contact with others, including strangers;

e cyber-bullying;

e access to unsuitable video / internet games;

e an inability to evaluate the quality, accuracy and relevance of information on the
internet;

e the potential for excessive use which may impact on social and emotional
development and learning.

This policy sets out how we strive to keep children safe with technology while they are in
school. We recognise that children are often more at risk when using technology at home
(where we have no control over the technical structures we put in place to keep them safe)
and so this policy also sets out how we educate children of the potential risks. We also
explain how we attempt to inform those people who work with our children beyond the
school environment (parents, friends and the wider community) to be aware and to assist
in this process. Our school’'s e-Safety policy has been written using a template provided
by Herefordshire Council’s Learning and Achievement Service which has itself been
derived from that provided by the South West Grid for Learning.
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Section A - Policy and Leadership
e-Safety Leader Responsibilities:
Together with the Headteacher, the e-Safety Leader:

o takes day-to-day responsibility for e-safety issues and has a leading role in
establishing and reviewing the school e-safety policies and documents;

e ensures that all staff are aware of the procedures that need to be followed in the
event of an e-safety incident;

e provides training and advice for staff;

¢ liaises with school IT technical staff;

e receives reports of e-safety incidents and creates a log of incidents to inform future
e-safety developments;

e attends relevant meetings and committees of the Governing Body;

e receives appropriate training and support to fulfil their role effectively;

e is responsible for ensuring the safety (including e-safety) of members of the school
community, though day-to-day responsibility;

e promotes an awareness and commitment to online safety throughout the school
community, with a strong focus on parents / carers, who are often appreciative of
school support in this area, but also including hard-to-reach parents / carers.

Responsibilities: Governors

Our governors are responsible for the approval of this policy and for reviewing its
effectiveness. This will be carried out by the governors who receive regular information
about e-Safety incidents and monitor reports.

Emma Parkes is the named governor for e-Safety and her role involves regular meetings
with the Headteacher and e-Safety Leader.

Responsibilities: Classroom Based Staff
Teaching and Support Staff are responsible for ensuring that:

e they have an up-to-date awareness of e-safety matters and of the current school
Policy for e-Safety and practices;

e they report any suspected misuse or problem to the e-Safety Leader;

e digital communications with pupils should be on a professional level and only
carried out using official school systems (please refer to the Social Networking
policy);

e e-safety issues are embedded in the curriculum and other school activities;

e shortcomings in the infrastructure are reported to the Computing Leader or
Headteacher so that appropriate action may be taken.
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Policy Scope

This policy applies to all members of the school community including staff, pupils,
volunteers, parents, carers, and visitors.

The Education and Inspections Act 2006 empowers Headteachers, to such extent as is
reasonable, to regulate the behaviour of pupils when they are off the school site and
empowers members of staff to impose disciplinary penalties for inappropriate behaviour.
This is pertinent to incidents of cyber-bullying, or other e-safety incidents covered by this
policy, which may take place out of school, but is linked to membership of the school. The
2011 Education Act increased these powers with regard to the searching for and of
electronic devices and the deletion of data. In the case of both acts, action can only be
taken over issues covered by the published Policy for Behaviour.

The school will deal with such incidents within this policy and associated policies for
behaviour and anti-bullying and will, where known, inform parents and carers of incidents
of inappropriate e-safety behaviour that take place out of school.

Should a serious e-safety incident take place, the Headteacher will contact the West
Midlands Safeguarding Children’s Board, the Herefordshire Police and CEOP.

Acceptable Use Policy (AUP)

All members of the school community are responsible for using the school IT systems in
accordance with the AUP, which they will be expected to sign.

AUPs are provided for:

e Pupils (EY/EYFS/KS1/KS2)

o Staff

e Parents and carers (including permissions to use pupil images, work and use of IT
systems).

AUPs are signed by all children and parents / carers as they enter school, at the start of
Key Stage 1 and again at the start of Key Stage 2. The AUP is revisited annually and
amended accordingly, in the light of new developments. Discussions with the children
take place at the time. Staff sign when they take up their role in school and in the future, if
significant changes are made to the policy. Parents and carers sign once when their child
enters the school. The parents’ policy also includes a variety of permissions. A copy of
the pupil AUP is made available to parents / carers at this stage and at the beginning of
each year. The Policy for Induction for school employees makes reference to the AUP.

Whole school approach and links to other policies
This policy has strong links to other school policies as follows:

Policy for Computing
How computing / technology is used, managed, resourced and supported in our school.
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Data Protection
How we categorise, store and transfer sensitive and personal data. This links strongly and
overlaps with this e-Safety policy.

Anti-Bullying
How our school strives to illuminate bullying — link to cyber bullying.

PSHE Education
E-Safety has links to this staying safe.

Child Protection & Safeguarding
Safeguarding children electronically is an important aspect of e-Safety.

E-Safety/Social Networking policy forms a part of the school’s Child Protection &
Safeguarding policy.

Behaviour
Linking to positive strategies for encouraging e-safety and resulting in sanctions if
disregarded.

Walford Nursery & Primary School Staff Induction Booklet
Linking to the acceptable use of IT system by all staff.

lllegal or inappropriate activities and related sanctions

The school believes that the activities listed below are inappropriate in a school context
and that users should not engage in these activities when using school equipment or
systems (in or out of school). Users shall not visit internet sites, make, post, download,
upload, data transfer, communicate or pass on, material, remarks, proposals or comments
that contain or relate to:

e |ILLEGAL: child sexual abuse images (The Protection of Children Act 1978);

e ILLEGAL: grooming, incitement, arrangement or facilitation of sexual acts
against children (Sexual Offences Act 2003);

o |ILLEGAL: possession of extreme pornographic images (Criminal Justice and
Immigration Act 2008);

e ILLEGAL: criminally racist material in UK — to stir up religious hatred or
hatred on the grounds of sexual orientation (Public Order Act 1986);

e pornography;

e promotion of any kind of discrimination;

e promotion of racial or religious hatred,;

e threatening behaviour, including promotion of physical violence or mental harm;

e any other information which may be offensive to colleagues or breaches the
integrity of the ethos of the school or brings the school into disrepute.
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Additionally, the following activities are also considered unacceptable on ICT equipment
provided by the school:

e using school systems to run a private business;

e using systems, applications, websites or other mechanisms that bypass the filtering
or other safeguards employed by Herefordshire Council or Walford Nursery &
Primary School;

e uploading, downloading or transmitting commercial software or any copyrighted
materials belonging to third parties, without the necessary licensing permissions;

e revealing or publicising confidential or proprietary information (e.g. financial or
personal information, databases, computer or network access codes and
passwords);

e creating or propagating computer viruses or other harmful files;

e carrying out sustained or instantaneous high-volume network traffic (downloading or
uploading files) that causes network congestion and hinders others in their use of
the internet;

¢ online gambling and non-educational gaming;

e use of personal social networking sites or profiles for non-educational purposes.

Electronic Devices

An authorised member of staff finding an electronic device may access and examine any
data or files on the device, if they think there is a good reason to do so. The examination
of the data or files on the device should go only as far as is reasonably necessary to
establish the facts of the incident. If inappropriate material is found on the device, it is up
to the authorised member of staff to decide whether they should delete that material, retain
it as evidence (of a criminal offence or a breach of school discipline) or whether the
material is of such seriousness that it requires the involvement of the police.

Examples of illegal activity would include:

e child sexual abuse images (including images of one child held by another child);
e adult material which potentially breaches the Obscene Publications Act;

e criminally racist material;

e other criminal conduct, activity or materials.

Guidance for protection of personal information

Sensitive information relating to pupils’ personal information should only be sent using
Anycomms+.

School information being sent regarding pupils should be password protected.

Staff must ensure that they do not use school ICT equipment for personal use, e.g.
cameras or computers.

Staff must keep their personal phone numbers private and not use their own mobile
phones to contact pupils or parents / carers. The exception to this occurs when, at the
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member of staff’'s discretion for the safety of pupils, parents / carers are given an
appropriate number to ring on trips that are run independently to school activities.

Staff must never share their work log-ins or passwords with other people.

Staff must not give their personal e-mail addresses to pupils or parents / carers. Where
there is a need for homework to be sent electronically, the school e-mail address should
be used.

Staff must keep a record of their phone’s unique international mobile equipment identity
(IMEI) number and keep their phone secure whilst on school premises.

Staff are advised to understand who is allowed to view the content on their pages of the
sites they use and how to restrict access to certain groups of people.

Use of Technology and Communication between Pupils and School Staff

Communication between pupils and staff, by whatever method, should take place within
clear and explicit professional boundaries.

This includes the wider use of technology such as mobile phones, text messaging, emails
digital cameras, videos, webcams, websites and blogs.

Where appropriate, the school will provide a work email address for communication
between staff and pupils. Staff must not request, or respond to, any personal information
from a pupil, other than that which might be appropriate as part of their professional role.

Staff must ensure that all communications are transparent and open to scrutiny. They
must also be circumspect in their communications with pupils so as to avoid any possible
misinterpretation of their motives or any behaviour which could be construed as ‘grooming’
in the context of sexual offending.

Staff must not give their personal contact details to pupils including email, home or mobile
telephone numbers, unless the need to do so is agreed with senior management and
parents/carers.

Email or text communications between an adult and a pupil, outside agreed protocols, may
lead to disciplinary and/or criminal investigations. This also includes communications
through internet-based websites. Internal email systems should only be used in
accordance with the school’s policy.

Social Contact
Staff must not establish or seek to establish social contact via social media or other

communication technologies with pupils for the purpose of securing a friendship or to
pursue or strengthen a relationship.
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There will be occasions when there are social contacts between pupils and staff, where for
example, the parent and teacher or member of staff are part of the same social circle.
These contacts however, will be easily recognised and openly acknowledged.

There must be awareness on the part of those working with pupils that some social
networking contacts, especially where these are not common knowledge, can be
misconstrued as being part of a grooming process. This can also apply to social
networking contacts made through outside interests or through the staff member’s own

family.

School owned devices allocated to members of staff

Personal IDs (often with associated personal media collections, e.g., music from
iTunes) are not to be used on school owned devices.

It is not permissible for children to have access to staff tablets, unless very carefully
supervised.

A passcode is used on dedicated staff tablets.

All data is removed from tablets before it is allocated to a different member of staff.
Individual teachers are responsible for ensuring that any data, apps or photographs
stored on the iPad are appropriate and professional. This is particularly important
when mirroring to interactive whiteboards and screens.

Members of staff must report immediately any loss or compromise of the device or
data contained personally owned staff devices.

Members of staff are permitted to bring their personal mobile devices into school.
Members of staff are free to use these devices in school, outside teaching time for
lesson planning purposes.

Any staff mobile technology brought into school, must be protected with a PIN code.
Members of staff will not use their personal phone or tablet for taking photographs
or capturing video of children.

Mobile phones must be set to silent while in school (this applies to visitors as well
as staff employed by the school).

The school is not responsible for the security of personally owned technology.

School owned devices used by pupils

Computers are available for children to use in school.

iPads are managed locally using Apple Configurator, on a school owned MacBook.
Age appropriate apps are purchased via Apple’s VPP store and deployed with due
regard to licensing and copyright.

Personally owned pupil devices

We recognise that the area of mobile technology is rapidly advancing and it is our school’'s
policy to review its stance on such technology on a regular basis.
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Currently our policy is this:

Pupils are not permitted to bring mobile phones or any personal device into school.

Use of Communication Technologies

Email

Access to school server based email is provided for all users in school via the intranet
page accessible via the web browser from their desktop. These official school email
services may be regarded as safe and secure and are monitored.

Staff and pupils should use only the school email services to communicate with
others when in school, or on school systems (e.g., by remote access).

Users need to be aware that email communications will be monitored.

Pupils normally use only a class email account to communicate with people outside
school and with the permission and guidance of their class teacher.

E-Safety education is delivered to pupils and helps them to be aware of the dangers
of, and good practices associated with, the use of email.

Any digital communication between staff and pupils, pupils and parents or carers
must be professional in tone and content.

Personal information should not be posted on the school website and only official
email addresses should be used to identify members of staff.

Social Networking (including Blogging)

Teachers are encouraged to use educationally sound social networking tools, e.g.
blogging, with children.

Only approved tools are used.

The use of non-educational and age inappropriate social networking by children is
forbidden.

Use of Digital Images (Still and Video)

When using digital images, staff should inform and educate pupils about the risks
associated with the taking, use, sharing, publication and distribution of images. In
particular, they should recognise the risks attached to publishing their own images
on the internet e.g., on social networking sites.

Members of staff are allowed to take digital still and video images to support
educational aims, but must follow school policies concerning the sharing,
distribution and publication of those images.

Care should be taken when taking digital / video images to ensure that pupils are
appropriately dressed and are not participating in activities that might bring the
individuals or the school into disrepute. Pupils must not take, use, share, publish or
distribute images of others.

In accordance with guidance from the Information Commissioner’s Office, parents
and carers are welcome to take videos and digital images of their children at school
events for their own personal use (as such use in not covered by the Data
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Protection Act). To respect everyone’s privacy and in some cases protection, these
images should not be published or made publicly available on social networking
sites, nor should parents or carers comment on any activities involving other pupils
in the digital images.

e |tis our school’s policy to include a note to this effect on programmes for school
performances and events.

Use of Web-Based Publication Tools
Website

Our school uses our website for sharing information with the community beyond our
school. This includes celebrating work and achievements of children. All users are
required to consider good practice when publishing content.

e Personal information should not be posted on the school website and only official
email addresses (ideally as links, rather than appearing directly on the site) should
be used to identify members of staff (never pupils).

e Photographs or video published on the website, or elsewhere, that include pupils
will be selected carefully and will comply with the following good practice guidance
on the use of such images:

» pupils’ full names will not be used anywhere on a website or blog, and never
in association with photographs.

Cloud-Based Systems

Class teachers monitor the use of cloud-based systems by pupils regularly in all areas, but
with particular regard to messaging and communication.

Pupils are advised on acceptable conduct and use when using the learning platform. Only
members of the current pupil, parent / carers and staff will have accounts.

When staff or pupils leave the school, their account or rights to specific school areas will
be disabled. Any concerns with content may be recorded and dealt with in the following
ways:

a) the user will be asked to remove any material deemed to be inappropriate or offensive;
b) the material will be removed by a member of staff, if the user does not comply;
c) access to the system for the user may be suspended;

d) a pupil’s parent/carer may be informed.

Professional Standards for Staff Communication

In all aspects of their work in our school, teachers abide by the Teachers’ Standards as
described by the DfE:

(http://media.education.gov.uk/assets/files/pdf/t/teachers%20standards.pdf

10
Learning and Enjoyment...
Every Child, Every Opportunity, Every Day!



Teachers translate these standards appropriately for all matters relating to e-safety.

Any digital communication between staff and pupils or parents / carers must be
professional in tone and content.

e These communications may only take place on official school systems.

o Staff members are not permitted to have pupils, or ex-pupils (under the age of 18)
as friends when personally using social networking sites.

o Staff members are strongly advised not to have parents / carers as friends when
personally using social networking sites.

e Staff members must not post comments / images / opinions that relate to school life.

Our whole school community constantly monitors and evaluates developing technologies,
balancing risks and benefits, and consider how appropriate these are for learning and
teaching. These evaluations help inform policy and develop practice.

Section B - Infrastructure

Filtering

The filtering of internet content provides an important means of preventing users from
accessing material that is illegal or is inappropriate in an educational context. The filtering
system cannot, however, provide a 100% guarantee that it will do so. It is, therefore,
important that the school has a filtering policy to manage the associated risks and to
provide preventative measures which are relevant to the situation in this school. Our
school buys broadband services from D&D and we automatically receive the benefits of a
managed filtering service.

Responsibilities

The day-to-day responsibility for the management of the school’s filtering policy is held by
the e-Safety Leader, in conjunction with D&D. As well as D&D, the school has the ability
and control over the web filter to allow or block websites at their discretion.

All users have a responsibility to report immediately to class teachers / e-Safety Leader
any infringements of the school’s filtering policy of which they become aware or any sites
that are accessed, which they believe should be blocked.

School Filtering System

The school has a filtering system — SurfProtect, monitored by D&D in accordance with the
DFE guidelines. This ensures that both staff and pupils are protected from the many
dangers on line. SurfProtect automatically implements a default filtering policy which
prevents access to the most commonly-blocked web categories. It is also compliant with
the Prevent Duty document.
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Section C - Education

E-Safety Education

Whilst regulation and technical solutions are very important, their use must be balanced by
educating pupils to take a responsible approach. The education of pupils in e-safety is,
therefore, an essential part of the school’s e-safety provision. Children and young people
need the help and support of the school to recognise and avoid e-safety risks and build
their resilience. This is particularly important for helping children to stay safe out of school
where technical support and filtering may not be available to them.

E-Safety education will be provided in the following ways:

a planned e-safety programme is provided as part of Computing, PSHE Education
(Jigsaw) and other lessons. This is also reinforced during computing lessons;

learning opportunities for e-safety are built into the school’s Computing and e-
Safety Progression where appropriate and are used by teachers to inform teaching
plans;

key e-safety messages are reinforced through further input via assemblies and
pastoral activities as well as informal conversations, when the opportunity arises;

pupils are encouraged to adopt safe and responsible use of technology within and
outside school,

in lessons, where internet use is pre-planned, it is best practice that pupils should
be guided to sites checked as suitable for their use and that processes are in place
for dealing with any unsuitable material that is found in internet searches;

where pupils are allowed to freely search the internet, e.g., using search engines,
staff should be vigilant in monitoring the content of the websites pupils visit.

Information Literacy

Pupils should be taught in all lessons to be critically aware of the content they
access online and be guided to validate the accuracy of information by employing
techniques such as:

» checking the likely validity of the URL (web address);

» cross-checking references (can they find the same information on other
sites).

Pupils should be taught to acknowledge the source of information used and to
respect copyright when using material accessed on the internet.

Pupils are taught how to make best use of internet search engines to arrive at the
information they require.
12
Learning and Enjoyment...
Every Child, Every Opportunity, Every Day!



The contribution of the children to e-learning strategy

It is our general school policy to require children to play a leading role in shaping the way
our school operates and this is very much the case with our e-learning strategy.

Children often use technology out of school in ways that we do not in school and members
of staff are always keen to hear of children’s experiences and how they feel the
technology, especially rapidly developing technology, could be helpful in their learning.

Staff Training

It is essential that all staff receive e-safety training and understand their responsibilities, as
outlined in this policy.

e The school constantly monitors staff training needs and e-safety training is
cascaded from the e-Safety Leader and available via Hoople CPD online at
Herefordshire Council and safeguarding meetings.

¢ All new staff should ensure that they fully understand the school Policy for e-Safety
and Acceptable Use policies which are signed as part of their induction.

e The Headteacher receives regular updates through her role as DSL, attendance at
training sessions, Herefordshire DSL network meetings, the media, DfE
documentation, Ofsted Engagement Hub, NSPCC website, net-aware, the local
authority Spotlight circular, parents and the West Midlands Safeguarding Board.

e The e-Safety Leader will provide advice, guidance and training to individuals, as
required, on an on-going basis.

e Annually, all staff undertake the Online Safety Alliance training:
https://www.onlinesafetyalliance.org/cpd-2020/

Governor Training

Governors should take part in e-safety training and awareness sessions, with particular
importance for those who are members of any subcommittee or group involved in IT, e-
safety, health and safety or child protection. This may be offered in a number of ways:

e attendance at training provided by the local authority, national or local governors
association or other bodies;

e participation in school training and information sessions for staff or parents.

Parent and Carer Awareness Raising

Many parents and carers have only a limited understanding of e-safety risks and issues,
yet they play an essential role in the education of their children and in the monitoring and
regulation of the children’s online experiences.
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https://www.onlinesafetyalliance.org/cpd-2020/

The school will therefore seek to provide information and awareness to parents and carers
through:

o letters, newsletter updates, website;
e parents’ evenings and workshops.

This policy was updated June 2025. The policy was adopted by the Standards, Teaching and
Learning Committee of the Governing Body of Walford Nursery & Primary School in June 2025 and
will be monitored annually.

Signed: Chair of Standards, Teaching and Learning Committee

Signed: Headteacher
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